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Environment Protection Authority Victoria (EPA) is the 
environmental regulator in Victoria, Australia. Established 
in 1971, the EPA is tasked with preventing and reducing the 
harmful effects of pollution and waste on Victoria’s people and 
places. In short, the EPA enforces Victoria’s environmental laws 
and issues strong sanctions to hold polluters accountable. 
Part of tackling waste crime means taking action against 
organisations that break environmental laws. This is done 
through several mechanisms, such as inspections by EPA 
authorised officers, a digital waste tracking system, and a remote 
aerial surveillance platform offering a range of investigative and 
scientific services. Conducting investigations and building strong 
cases is also critical to the EPA’s success. 

The challenges of managing digital evidence
In the past, EPA officers would save and secure digital evidence 
from site visits and incident investigations on DVDs and other 
storage platforms and devices. Depending on the nature of the 
case, some footage needed to be stored indefinitely. Keeping 
a clear chain of evidentiary custody was also crucial to ensure 
admissibility in court later on.
While the EPA followed best practices in evidence management 
procedures, it was difficult to distribute evidence to key 

stakeholders. With evidence stored on multiple devices and 
platforms, this hindered their workflows at times and made it 
challenging for their teams to keep track of the evidence. 

With the Operations Division identifying ongoing challenges 
in digital evidence management, the EPA began looking for a 
centralised digital evidence management system. The goal was 
to reduce silos within the EPA, streamline evidence management 
across the organisation, and improve the handling of evidence. 

Rather than relying on clunky integrations, the EPA wanted one 
secure application to manage digital evidence files. The EPA 
also needed a system that could accept different types of evidence 
from various sources, both internally and externally, including 
images and footage from multiple video management systems. 
Data security and integrity were also a top priority. The EPA 
needed to ensure that all evidence would be fully encrypted 
for privacy compliance and could be relied on during 
enforcement actions. 

Streamlining investigations with Clearance 
After comparing various solutions, the EPA chose the Genetec 
Clearance™ digital evidence management system. Clearance 
provides an easy-to-use and secure solution that meets the EPA’s 
requirements. Clearance can also handle the volume, complexity, 
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and sheer variety of data sources that make their evidence 
actionable. This ultimately helps the EPA prevent and tackle more 
environmental crimes in Victoria. 

Today, EPA Officers can easily upload video evidence from Genetec 
Security Center into Clearance and share it with authorised 
individuals. This consolidated solution helps them securely capture, 
manage, and review evidence of environmental crimes across the 
state in one ecosystem. 

The EPA worked alongside Fortis Security to implement the new 
solution. The Fortis team, which comprises systems engineers, 
cybersecurity experts, and IT professionals, provided robust 
technical support and ensured the successful delivery of the EPA’s 
functional and cybersecurity requirements. 

Since August 2023, Clearance has been fully operational across the 
EPA. Since then, the organisation has seen a range of operational 
efficiency gains, including:

•	 An improvement in digital evidence management 
procedures with a reduction in evidence siloes across 
multiple teams. 

•	 A streamlined approach to evidence, allowing officers to 
review and manage evidence from multiple internal support 
functions from a single system.

•	 An ability to share digital evidence faster and more securely 
across the entire EPA. 

•	 A more efficient approach to obtaining evidence from 
members of the public, without the restrictions and risks 
imposed by sharing evidence via email or chat services

Responding to environmental crimes faster
The EPA deals with many environmental crimes by individuals and 
organisations. Gathering accurate evidence and storing it securely 
is crucial to ensuring polluters are held accountable.  This allows 
them to issue various penalties, from warnings and fines to civil and 
criminal court prosecutions. 

Illegal dumping of commercial waste, rubbish, old tyres, and even 
harmful materials such as asbestos are some of the most common 
problems. Once a potential incident of illegal dumping has been 
reported, EPA Officers visit the site to gather more information. 
During an inspection, photo and video evidence are captured. The 
goal is to identify what waste has been dumped and who might be 
responsible for the dumping. 
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Once secured, the officers can quickly upload the evidence 
(including evidence collected by members of the public) into 
Clearance and add it to the relevant case. This can be done in 
the field from their smart devices or from their workstations at 
the office. They can also find video evidence from their video 
surveillance system within Genetec Security Center and then 
export it directly to Clearance. 

This process encrypts evidence to meet the highest security 
standards. The EPA can also configure access policies to ensure 
only authorised individuals can access Clearance and what they can 
see and do within the system. All user interactions are automatically 
tracked, providing specific audit trails for all evidence handling.  At 
any time, officers can generate reports to see all activities related to 
specific case files, providing a secure chain of custody.

Expanding the environmental impact
Working with Clearance has allowed officers to capture and upload 
photos and video evidence at speed and scale. For the EPA team, 
this assists in faster and more efficient operations as they keep 
protecting the environment and the people of Victoria.

“Genetec Clearance was the preferred solution 
after reviewing the EPA’s requirements. Since 
implementation, the EPA has benefited from faster 
evidence handling, improved collaboration, and a 
streamlined workflow,” said Brendan McFarland, 
Operations Director at Fortis Security.
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